Incident Response Training

North Central Texas Council of Governments
Incident Response Training
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How to use the IR Material
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ADMINISTRATION

NIST

IR Framework
1

IR Standard

1
IR Consolidated List of
Stancljards

IR Organizations
|

IR Operations Checklist

IR Plan
I
Incident Categorization
1
IR Organization Structure

1
IR Roles and

Responsibilities
|

IR Response Times / SLAs

IR Tracking and Reporting

1
IR Tabletop Exercises
Examples

FEMA

NIMS/ICS

A
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INCIDENT RESPONSE

TECHNICAL REQUIREMENTS

Incident Response Tool Kit
|
Tech Incident Response
Requirements

I
IR Notification Form
|

IR Management Log
I

IR SOPs
|
Forensics Intake Form
|
Chain of Custody

IR Report Template
1

IR Financial Tracker

Regulatory Notification
Requinlements

IR Customer and Media
Communication

IR Lessons Learned Form
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ISO 27035

SOPs for Key Incidents:

DDoS Attack
Ransomware/Malware
Data Theft
Elevation of Privileges
Improper Computer Usage
Phishing
Root Access
Virus Outbreak

o
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SUPPORTING FUNCTIONS TO IR

Business Impact Analysis
Template

Risk Management Plan

Risk Acceptance Form

DR Industry Requirements

Disaster Recovery Plan
Template

DR Facilitator Guide Tabletop
DR Initial Planning Agenda
DR Initial Planning Minutes
DR Final Planning Agenda

DR Exercise Evaluation

DR Report and Improvement
Plan

Third Party Risk Management
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Risk Management and Disaster Recovery

Disaster Recovery:

The strategic and detailed Frequency of Disasters
planning for the timely

restoration of information
technology, network and data 10% 37%
following a disaster

Risk Management:

The forecasting and evaluation
of risks together with the
identification of procedures to
avoid or minimize their impact.

14%

26%
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» Hardware failure
m Viruses and hackers

m Natural Disasters,
Fire, Floods

® Malicious Employee
behavior

® Man made disasters
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Risk Analysis, Management and Risk Register
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FIGURE 2: RISK ASSESSMENT PROCESS - WHAT ARE THE POTENTIAL AREAS OF THIRD PARTY RISK?

B Regulatory requirements
MW Theft/crime/dispute risk
M Fraud, anti-bribery and corruption/sanctions
B Compliance with internal procedures
and standards

STRATEGIC RISK

H Service deliveryrisk

M Expansion/roll-out risk

B Mergers and acquisitions

H Alignment to outsourcing strategy
H Intellectual property risk

SUBCONTRACTOR RISK

W Applicable across allrisk areas

CONCENTRATION RISK

H Supplier concentration across critical services
M Industry concentration (inc. subcontractor)
H Concentration of critical skills (tech support)
W Geographic concentration

H Reverse concentration

2019 KPMG LLP, aDelaware limited liability partnership and the U.S. member firm of the KPMG network of independent
member firms affiliated with KPMG International Co-operative (KPMG International), a Swiss entity. All rights reserved.

CYBER RISK

M Information security
M Dataprivacy/dataprotection
B Cybersecurity

COUNTRY RISK

M Geopolitical risk
M Climate sustainability

CREDIT RISK

M Financialrisk from lending to a third party
M Liquidity risk

OPERATIONAL RISK (X

H Business continuity

M Disaster recovery

M Physical security

M Operational resilience

B Performance management (inc. SLAs)

B Financial viability

H Modelrisk

B Human resources risks (conduct risk, etc)

REPUTATIONAL RISK

B Negative news

B Lawsuits (past and pending)

M Brand of the third party

B Key principals/owners of the third party
B Workplace safety

LEGAL RISK

M Jurisdiction of law
H Terms and conditions of the contract

Microsoft Excel 57
- 2004 Worksheet
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Business Impact Analysis

 What disasters could occur?

life? On reputation?
What is the required recovery time period?

Identifies assets required for business to recover
== and continue doing business

Which business processes are of strategic importance?
What IT assets support those business processes (internal and external)?
What impact would they have on the organization financially? Legally? On human

Identifies recovery times

BIA may be based on multiple worst-case
. SCcenarios

BIA should contain security breach scenarios

B
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Microsoft Word
Document

Used for information security and non—
information security purposes

Identifies adverse effects on the organization

Key assets include critical resources, systems,
m—  facilities, personnel, and records

Identifies key components
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Third Party Risk
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Third Parties:

- Outsourced Cleaning Crew . Poike ssessme o
- IT Vendor/Managed Service 0 =
Provider plma =
- Printer Management Company Vendor Risk
- Software Providers 5 G - e
- Cloud Services e ollaboratio
- Data Processing Companies 3
- Qutsourced HR et ®
®
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Fourth Party Risk

Fourth Party
Vendor

Third Party

Vendor

Fourth Party
Vendor

Fifth Party Vendor

Fourth Party
Vendor
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Disaster Recovery Plan

« Written document
with policies, step-
by-step
procedures and
responsibilities

* Must be tested (or
exercised)
frequently

DR is a regulatory

requirement for
many industries

Contact
information

Vendors
(especially
backup
vendors)

Key customers

~

What goes into a DR plan

Definition of
responsibilities

Who declares a
disaster

= quotes or

Who orders the
new hardware

= restoring

Who initiates
the phone tree

= schedule for

Budget & roadmap

for rebuilding
network

Hardware

estimates

Plan for

software

-
Directions and

rebuilding
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Hardware
specifications
and layout

Software
layout and

serial numbers

/

Network design

f* -
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Microsoft Word
Document
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Disaster Recovery Management
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Documents to use

DR Requirements Industries WE -
Microsoft Word  Microsoft Word
Document Document
IT Disaster Recovery Plan Template Wi
Microsoft Ward
Document
DR Facilitator Guide Tabletop Exercise W) W] W Wh
Microsoft Word Microsoft Word ~ Miicrosoft Word  Mlicrosoft Word
Oocume. s Oocument Document Document
DR Planning Agendas and Minutes (Initial and Final)
DR Exercise Evaluation (WE
Microsoft Word
Document

DR Report and Improvement Plan

Microsoft Word
Document
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Where to find documents and information?

A &3
AboutUs / ContactUs .Selectlanguage v | NORTH CENTRAL TEXAS
Powered by Google Translate @ [coUNCIEOFGOVERNMENTS

I WANT TO... N I'M LOOKING FOR... Vv I NEED TO CONTACT... vV

AGENCY AGING ECONOMIC EMERGENCY ENVIRONMENT &  EXECUTIVE NCT PUBLIC  REGIONAL  WORKFORCE TRANSPORTATION
ADMINISTRATION  SERVICES  DEVELOPMENT PREPAREDNESS DEVELOPMENT DIRECTOR 9-1-1 SAFETY  DATA SOLUTIONS

ﬁ"Home > Emergency Preparedness > Resources > Cyber Security Incident Response Planning System

Cyber Security Incident Response Planning System

Workshop Date:
December 14, 2021

Workshop Schedule:

9:00 - 9:20 - Introduction
9:20 - 10:15 - Incident Response - The Big Picture
10:30- 11:30 - “The Plan”, in detail
11:45 - 12:45 - Communication & Reporting
Lunch Break
1:30 - 2:30 - Risk Management & Disaster Recovery
2:45 - 4:00 - Tabletop Exercise

https://nctcoqg.org/ep/resources/cyber-security-incident-response-planning-system
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HQ - ARLINGTON, VIRGINIA OFFICE LOCATIONS
4601 North Fairfax Drive, Suite 1200 Las Vegas, Nevada
Arlington, VA 22203 b London, England

Dubai, United Arab Emirates

Bratislava, Slovakia

www.stealth-iss.com
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Stealth-ISS Group® Inc. | www.stealth-iss.com | bizdev@stealth-iss.com
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